
The End is Nigh: 

PREPARE FOR  
WINDOWS SERVER  
2008 END OF SUPPORT
On January 14, 2020, support for Windows Server 2008, 2008 R2 and Windows 7 will 
end – along with any regular security updates. Trend Micro explains the Microsoft options 
available, and contrasts them with the substantial cost avoidance of taking Trend Micro’s 
alternative, proven and compliant,  Virtual Patching, for those applications that can’t be 
retired or migrated to Azure.

 OPERATING SYSTEM END OF LIFE DATE

 Windows 7 January 14th 2020

 Windows Server 2008 January 14th 2020

 Office 2010 October 13th 2020

Around 45% of all Windows PCs worldwide are still running the Windows 7 operating 
system.1 Although newer Windows versions are available, Microsoft has continued to provide 
Extended Support due to Windows 7’s popularity. However, this support will end on January 
14, 2020 – after which, Microsoft will stop providing security monitoring and updates for 
Windows 7 & the Windows Server 2008 suite. Businesses and individuals still using these 
products will therefore be exposing their data to high risk. What’s more, most vendors, 
manufacturers and developers will not support their hardware or software on platforms 
and systems that Microsoft does not support.

WHAT END OF SUPPORT OPTIONS ARE AVAILABLE FOR SQL SERVER AND WINDOWS 
SERVER 2008 AND 2008 R2?

Upgrade to the latest versions of Microsoft’s software to continue to get regular security updates, 
either in Azure or on-premises. But if you cannot do this before the End of Support date, we can 
help protect your data and applications until you do:

• Migrate Workload to Azure: Customers migrating workloads to Azure Virtual Machines (IaaS) 
can access Extended Security Updates. https://www.microsoft.com/en-us/cloud-platform/
extended-security-updates

• Procure Microsoft Extended Security Updates at a published sample $443,160, per 100 
VMs, over 3 years. https://azure.microsoft.com/mediahandler/files/resourcefiles/sample-
report-for-migrating-windows-server-workloads/Sample_TCO-Windows_Server_2008_R2_EOS.
pdf.

• Re-develop Workload to be compatible with in-support MS releases.

• Retire Workload.

SECURITY CONCERNS
https://www.infotech.co.uk/blog/
windows-7-end-of-life

Microsoft advises that using Windows 
7 after January 14, 2020 is a serious 
security risk. Windows will operate, but 
you will stop receiving security and 
feature updates – and Microsoft will 
not take responsibility for any security 
breaches. New malware appears every 
day and without the right protection, 
you risk being hacked, losing your data 
and incurring large fines for failing GDPR 
compliance. 

Windows Server 2008 will also reach 
end of life on January 14, 2020. 
Upgrading your server will take more 
time than upgrading your operating 
system, so it’s crucial you start planning 
now. Without upgrading, your server and 
indeed, your entire network will become 
vulnerable to cyber attacks, regulatory 
non-compliance and possible fines.

Breaching GDPR requirements can incur 
particular severe financial penalties. 
It may even affect your business 
reputation. For example, if you accept 
credit cards, lack of PCI compliance may 
mean that MasterCard/Visa will not 
work with you.

DON’T FORGET!

Trend Micro’s Deep Security
also protects older systems too
like Windows 2000, and 2003
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1 https://sytech-it.com/microsoft-extended-support-ending-in-2020-for-these-applications



• Deploy Trend Micro Deep Security with Virtual Patching, (https://youtu.be/A3Q_kcXOUvs), 
at a fraction of the cost: $101,184, per 100 VMs over 3 years, a 71% saving.

 • Proven to protect systems, using a virtual shield.

 • Approved as contributing to major elements of compliance for Cyber Essentials, GDPR, PCI, 
Sans Top 20, NIST.

 • Latest vulnerability protection can be added without the need to reboot systems.

 • Protects not only Microsoft, but over 100 other OS and Applications.

 • Delivers substantial cost avoidance. 

Note: Extended Security Updates are not available outside of the EA, EAS, SCE, EES, or 
Subscription licensing programs. You can purchase Extended Security Updates only for the 
servers you need to cover, directly from Microsoft or a Microsoft licensing partner.

NCSC- WHY IS THIS IMPORTANT? 

The NCSC advises: “Malware can spread much more easily on obsolete platforms. Without 
security updates, known vulnerabilities will remain unpatched. 

The NCSC also recognises the problems with patching https://www.ncsc.gov.uk/blog-post/the-
problems-with-patching

https://www.ncsc.gov.uk/guidance/obsolete-platforms-security-guidance
https://www.ncsc.gov.uk/blog-post/one-year-left-for-windows-7-support

The UK’s National Cyber Security Centre (NCSC) recommends that organizations unable to 
upgrade in time should:

• Prevent access to non-trusted services and removable media

• Convert systems to thin clients

• Remove access for remote workers

• Apply anti-malware and intrusion detection tools

WHY SHOULD YOU CARE?  

https://www.macintyrehudson.co.uk/insights/article/windows-7-and-windows-server-2008-
r2-go-end-of-life

If you’re using a device that is part of a corporate network with access to the Internet, then you 
must take action. Failure to update a device attached to a network may be viewed as a control 
failure – and will result in the suspension of certifications, and/or public notification of your 
organisation’s inability to maintain its systems and customer information.

COMPLIANCE

Compliance requirement PCI DSS 6.2 states that “all system components and software must be 
protected from known vulnerabilities by installing applicable vendor-supplied security patches 
within one month of release.”

If your server has an outdated operating system, your business may fall foul of non-compliance. 
If you have an independent audit, an out-of-date server operating system could mean you fail 
the inspection – and may impact you and your customers. Does your business accept credit 
cards? Without PCI compliance from PCI, credit card companies might refuse to work with you. 
Breaching regulatory requirements like GDPR and Cyber Essentials might incur huge fines if you 
don’t work to provide a reliable and secure data infrastructure.

Cyber Essentials is a recognised example of taking a practical view of achieving compliance 
when deploying alternative methods to protect client systems where patches can’t be applied 
quickly enough,  such as Trend Micro’s Virtual Patching, in Cyber Essentials Plus: Illustrative Test 
Specification https://www.cyberessentials.ncsc.gov.uk/static-assets/uploads/Cyber_Essentials_
PLUS_Illustrative_Test_Spec%20(6).pdf, which states: “You may determine that other mitigations 
for an unpatched vulnerability (such as virtual patching or aggressive sandboxing) are less than 
ideal, but still adequate for a Pass result”.

CAN’T MIGRATE? MAYBE WE CAN HELP… INTRODUCING TREND MICRO DEEP SECURITY

Deep Security is a host-based security solution that delivers powerful, automated security 
controls through a single agent, it includes key capabilities to protect systems that have reached 
their EOL—like Windows Server 2008 and 2008 R2 and Windows XP—and, as organizations 
migrate, includes important features that reduce risk and operational costs across physical, 
virtual, cloud, and container deployments. Based on deep integration with VMware, Deep Security 
can also protect virtual desktop infrastructures (VDI), including those where EOL systems like 
Windows XP may be deployed.

Trend Micro is committed 
to continuing to research 
vulnerabilities and providing 
protection for Windows 7 and 
Server 2008 until 2025.

• Protect against OS and application 
vulnerabilities, exploits, and “Zero Day 
Vulnerabilities”

• Comprehensive threat protection – no 
need for signature-based detection

• Policy-based protection against 
malware, penetration-oriented threats 
and abuse of user privileges

• Extend use of legacy systems with no 
vulnerability

• Avoid paying for costly Microsoft 
extended support for legacy operating 
systems

• Comply with industry regulations after 
OS end-of-life, by providing evidence 
of patch and configuration change 
history and controls

• Future proof your investment with 
portable licensing: Deep Security 
secures servers and workloads on 
premise, virtual, hybrid and cloud 
deployments in 1 single license and 
management console.

“

”

Malware can spread 
much more easily on 
obsolete platforms. 
Without security updates, 
known vulnerabilities will 
remain unpatched.

NCSC advises
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WHY TREND MICRO

As discussed in this white paper, Deep Security delivers a broad set of integrated security controls 
that can be used to protect EOS systems like Windows Server 2008. Available as software 
as-a-Service, and through the AWS and Azure marketplaces, it can be leveraged across all 
environments - physical, virtual, cloud, and containers - to enable streamlined management and 
consistent security throughout and beyond the migration to a new system or infrastructure. Deep 
Security’s broad platform support and tight integration with leading platform providers enables 
unified visibility and protection across hybrid and multi-cloud deployments.

CONCLUSION: YOUR SYSTEM MAY BE END OF SUPPORT BUT THERE IS A SECURE  
WAY FORWARD

If you are running an unsupported system or a system that is past or approaching end of support 
such as Windows Server 2003 or 2008 then you are likely to be concerned about how to ensure 
consistent and cost-effective protection for the workloads and data contained within. With many 
organizations continuing to run some amount of Windows Server 2008 systems after EOS,  
it’s clear that you are not alone. Given the complexity of migrating an enterprise server platform, 
organizations should consider a multi-pronged approach to protecting systems that have gone 
beyond support. This could include leveraging existing technologies such as Microsoft’s built-in 
software restriction policies as well as deploying  new or additional security controls such as Deep 
Security to mitigate risk and augment the current capability.

Organizations around the world 
trust Trend Micro to secure their 
data centre and hybrid cloud 
deployments, leveraging Deep 
Security’s automated vulnerability 
shielding capabilities to protect 
their workloads across new and EOS 
platforms.

In addition, Trend Micro is viewed 
as a market leader not only by 
customers and partners, but also 
leading analyst firms. Ranked as the 
global market share leader in server 
security by IDC for seven years in 
a row, Trend Micro also delivers on 
all eight of Gartner’s recommended 
core cloud workload security control 
layers.
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Central dashboard gives full visibility of all security controls


