
CASE STUDY SPORTRADAR

PLAY IT SAFE
SPORTRADAR SECURES ITS FUTURE WORKPLACE WITH 
MANAGED 365 SECURITY TO RESPOND TO INDUSTRY-
WIDE THREATS AT AN ACCELERATED PACE



Summary 
Sportradar provides sports data services to media 
companies, bookmakers, sports federations and state 
authorities. Protecting data integrity is key to main-
taining customer trust, and ensuring Sportradar stays 
in compliance with gambling regulations and data 
protection rules in the 80+ countries it operates in. 

The initial scope of work with SoftwareONE was to 
upgrade Office 365 to Microsoft 365 licenses. In  
addition, SoftwareONE has delivered its Managed 365 
Security service to Sportradar; including initial set up 
and configuration of Microsoft 365 (such as Azure ATP, 
Windows Defender Antivirus and Exchange Online 
Protection), also covering Identity and Access Manage-
ment, Threat Protection, and Device Protection.

SoftwareONE is also delivering a customized Adoption 
& Change Management program to Sportradar,  
supporting the rollout of Microsoft 365 staff training to 
improve uptake and ROI.

About the Customer
Sportradar is a global leader in delivering sports data 
and content to media companies, sports federations, 
and the betting industry. It employs 2,700 workers 
– 700 of which are developers – across its 35 global 
offices. 

Sportradar monitors and delivers insights through its 
data-mining cloud-based solution, providing analytical 
sport data on players and games to more than 1,000 
companies in over 80 countries. From partnering with 
multi-national federations to track anti-doping data 
and test results, to delivering data for betting pur-
poses, Sportradar prides itself on data availability and 
sheer speed of delivery to its customers. 

As this includes betting organizations, Sportradar is 
also subject to various gambling regulations world-
wide – including the Gambling Commission in the UK, 
federal and state regulations in the US, local rules in 
APAC, and the ISO270001 framework. 

The Challenge
Sportradar was already undertaking a number of 
digital transformation initiatives when COVID-19 hit, 
which added urgency to the project. To make sure that 
it delivered a safe and productive working-from-home 
experience, and keep the business running effectively 
and in real-time, the team focused on keeping security 
as its main focus.

Sportradar must protect against data breaches from  
a reputational and compliance perspective, which  
requires constant vigilance. The complexity of moni-
toring Sportradar’s IT infrastructure had increased as 
the company has grown rapidly through acquisition. 

At the same time, due to the company’s growth, 
various tools, devices and software programs were in-
use across the business. Sportradar decided to bring 
staff under a common platform – Microsoft 365 – to 
minimize risk of vulnerability blind spots, and further 
improve endpoint protection by logging workers’ 
devices and assessing their levels of access. 

Sportradar operates in 80+ countries, so an important 
part of the projects was to create a tailored approach 
for employees in different regions that respond to 
change differently and that took into account specific 
cultural sensitivities. 

This was relevant for Sportradar’s 700-strong 
developer team, which was accustomed to using 
its favoured developer tools and communication 
channels, such as Slack. Sportradar wanted to ensure 
developers could still use preferred tools and maintain 
their standard of innovation, while also maintaining 
the security of IP and devices. Working with the 
developer team to adopt and integrate Microsoft 365 
into their existing workflows meant that uptake was 
high, and innovation and DevOps practices were not 
disrupted. 



The Solution

“Sportradar is a fast-
moving organization. 
Onboarding our 
employees onto the 
Microsoft 365 platform 
with the help of 
SoftwareONE has saved 
us time and money, 
enhanced our security, 
and improved our ability 
to focus on driving the 
business forward.”

Chris O’Donnell 
Security Delivery Manager, Sportradar

Sportradar used the following 
SoftwareONE services:

 › Managed 365 Security

 › Data Loss Protection & Advanced 
Identity Protection Proof of Concept

 › 365Simple

 › Office 365 email migration

 › Adoption & Change Management 
Program – Adapt and Adopt

Sportradar initially engaged SoftwareONE to 
consult on the upgrade of its Office 365 licenses and 
procurement of Microsoft 365 licensing. The project 
would support the migration of 2,700 seats under 
a Microsoft E5 license, to have everyone work on a 
common platform. SoftwareONE ensured Sportradar 
had the correct licensing model, before helping it 
migrate to Exchange Online and deploy SharePoint.

SoftwareONE delivered Managed 365 Security 
alongside this, to ensure robust device security and 
secure file sharing. SoftwareONE helped Sportradar 
deploy and configure Microsoft 365 security controls 
and policies. This improved threat detection and data 
security, anti-malware and anti-spam, secured devices, 
and restricted access to confidential documents to 
prevent both intentional and accidental leaking of 
data.

SoftwareONE is also now an extension to Sportradar’s 
security team through its Security Operations Center. 
Around 40 SoftwareONE analysts triage security 
alerts for risky logins, malware policy violations, and 
suspicious access or activity in cloud applications. 
The 24/7 SOC can conduct automated or manual 
investigations to determine the scope and cause of 
an attack, and provide actionable recommendations 
to Sportradar for remediation. With configured auto-
response and remediation, the SOC can react faster to 
detected threats and quickly minimize the business 
impact for Sportradar. 

SoftwareONE also delivered its Adoption and Change 
Management process, developing training sessions 
to show staff the security and productivity benefits of 
Microsoft while guiding staff through the adoption 
process.



Benefits and Outcomes

Proactive approach to security: With SoftwareONE’s 24/7 SOC team, there’s a reduced lead 
time to resolve security incidents. There are fewer false positives, as the SoftwareONE SOC 
team prioritizes and escalates only the most serious incidents to Sportradar analysts.

Device and access management: Sportradar can effectively manage company devices with 
robust password policies, and a clear understanding of who holds what device and what 
their level of access should be. This ensures employees have the latest features, and that any 
vulnerabilities are identified and resolved.

Ensuring compliance: Working with SoftwareONE to enhance security has made it simpler 
for Sportradar to comply with the regulations it faces in different regions, including the 
Gambling Commission in the UK, federal and state regulations in the US, local rules in APAC, 
and the ISO270001 framework.

Rapid ROI:  From the initial conversations beginning in September 2020, it took just 10 weeks 
to get Sportradar live with the SoftwareONE SOC team – two months ahead of schedule. 
Sportradar was also able to immediately reduce the tools in use and make quick savings.

Long-term savings: With support from the 40 analysts in the SoftwareONE SOC, Sportradar 
has the level of security cover equivalent to 8-12 full time members of staff. Sportradar also 
saved money and time that would have been spent on making new hires.

Improved productivity: Bringing everyone onto the same platform has further boosted 
the productivity of Sportradar employees – including the hundreds of developers that were 
initially resistant to change. Everyone has access to OneDrive and is able to store data in 
the cloud and share documents safely, reducing the time taken to access information and 
enabling collaboration.

Strong employee take-up of new tools: Thanks to SoftwareONE’s customized training 
program and messaging around the principles and approaches for using Microsoft 365, 
adoption of the tools has been high. Sportradar was able to tailor this messaging for the 
differing attitudes of its global workforce to articulate the benefits to employees across various 
cultures.
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“SoftwareONE’s knowledge and expertise was evident during the configuration 
and orchestration of Microsoft 365. The company has been such an asset in 
aiding us at Sportradar to respond to industry-wide threats at an accelerated 
pace. We’ve also been able to rest easy in the knowledge that our security 
position is strong, which has been especially important during the pandemic, 
with data more distributed due to staff working remotely.“

Chris O’Donnell, Security Delivery Manager, Sportradar



Find out more at  
www.softwareone.com

or speak to one of our experts now:
SoftwareONE UK Ltd
T. +44 203 5300 270
E. info.gb@softwareone.com

© Copyright SoftwareONE 2021

CONTACT US  
TODAY


