
ILLVA SARONNO CASE STUDY

ESTABLISHING A  
HUMAN FIREWALL
A LASTING AND SUCCESSFUL AWARENESS AND EDUCATION 
PROGRAM PAVED ILLVA SARONNO’S WAY TO FUTURE-READY 
PROTECTION AGAINST CYBER THREATS. 



Summary 
Almost everyone has at some point received an 
email that looks innocent yet contains harmful links 
or email attachments that can steal data or plant 
dangerous malware on a PC. When this happens in 
the workplace, the consequences can have a major 
bottom-line impact. Illva Saronno, the Italian company 
famed for brands like Disaronno and Tia Maria, was 
determined to avoid these ‘phishing’ attacks by 
proactively training its employees to spot them before 
they clicked creating a human firewall. 

Having used SoftwareONE as its Microsoft 365 
managed service partner previously, Illva turned to 
the company once again. Choosing the SoftwareONE 
Cybersecurity User Awareness Service, employees 
were trained to recognize potential phishing attacks 
through simulated campaigns. Within 9 months, 
Illva’s security culture had improved with a decrease 
in clicks on malicious emails from 8 to 2 percent and 
improved rates of real phishing and risk identification. 
Continuous 24x7 support is also provided by 
SoftwareONE's Security Operations Center (SOC) to 
monitor and validate cyber threats. This relieves the IT 
department and enables Illva to focus on advancing 
its cybersecurity strategy while making IT security 
operations more effective.

The Challenges
Cybersecurity trends show a significant rise in data 
breaches, hack attacks, and malicious campaigns. 
More than 3 billion fake emails are in circulation 
every day, and 91 percent of cyberattacks start with 
phishing. The situation has worsened during the 
Covid-19 pandemic with widespread adoption of 
remote-only or hybrid workplaces. New opportunities 
for cybercriminals made 2021 a record-setting year for 
cyber-attacks, and in 2022 a Cybersecurity Ventures 
analysis predicts a new attack every 2 seconds.

Focusing on continuous optimization of productivity 
and efficiency using cloud-based services such as 
Microsoft 365, Illva Saronno and SoftwareONE had 
already established a close partnership since 2014: “As 
an international company with more than 40 offices 
in Italy, Europe, and the US, we need a global partner 
who can provide the best IT solutions and guide us 
through our digital transformation. The Microsoft 365 
cloud solution offered by SoftwareONE’s 365Simple 
managed service helps our employees to work more 
efficiently, whether in the office or mobile working 
environments. Turning to them for cybersecurity 
awareness was the obvious next step,” said Antonio 
Pisano, Chief Information Technology Officer at Illva 
Saronno Holding.

Illva saw a rising demand for effective protection 
against ransomware and phishing attacks. Because 
human error causes 95 percent of cybersecurity 
breaches, all workers need an understanding of cyber 
threats and the potential impact a cyberattack could 
have on Illva’s business. Being aware of the steps 
required to reduce risk and prevent cybercrime from 
infiltrating their online workspace is key. 

About the Customer
Illva Saronno S.p.A. is part of the Illva Saronno Holding 
S.p.A., a food and beverages company wholesaling 
and distributing alcoholic beverages, semi-finished ice 
creams, and bakery products. The Italian multinational 
company has a presence through distributors in over 
160 countries. It was founded in 1947 and is managed 
by the Reina family, whose origins date to 1525. Illva 
Saronno is known for Disaronno, a very popular Italian 
liqueur, representing the “Made in Italy” image and 
taste worldwide. Other leading brands in the Illva 
Saronno portfolio include Tia Maria, Corvo, and Zucca.

“Making our employees 
aware of the risks 
associated with 
cyber-attacks is a key 
factor in preventing 
incidents. This was 
a fundamental step 
in our cybersecurity 
improvement plan. It 
also involved reviewing 
all other key factors 
around IT security 
like firewall, antivirus, 
backup, and Disaster 
Recovery.”

Antonio Pisano  
Chief Information Technology Officer 
Illva Saronno Holding     



The Solution
Illva engaged SoftwareONE’s Cybersecurity User 
Awareness Managed Service to enhance employee 
security knowledge and best practices. A lasting 
awareness and education program was developed at 
Illva to support and train 480 employees across the 
company over a one year period. 

SoftwareONE implemented the service in close 
collaboration with its business partner KnowBe4, 
an industry-leading security awareness and training 
solutions provider.

Four Steps to Improve Cybersecurity Awareness 
systematically: 

 › Step 1: Baseline Testing 
Initially, a simulated phishing attack was conducted 
to determine the percentage of Illva users “at risk 
of phishing”. This provided the basis to establish 
training and assessments tailored to each user.

 › Step 2: User Training  
Illva users were engaged in interactive web-based 
training that included adopting personal security 
practices and company rules developed by Illva 
from policy guidelines.

 › Step 3: User Assessment 
Since phishing is common for cyberattacks, 
the program creates fully automated simulated 
phishing attacks to regularly test Illva employees 
and raise awareness about the latest social 
engineering threats.

 › Step 4: Measure Success  
Regular evaluations of phishing campaigns provide 
essential insights into Illva users' knowledge 
gaps and help measure improvements in their 
cybersecurity awareness during the program.

Better Protected by Fully Managed Cybersecurity

As part of SoftwareONE's fully managed Cybersecurity 
User Awareness Service, SoftwareONE's Phishing 
Incident Response Service triages and responds 
to suspicious phishing emails reported by Illva 
employees. The training program also provides a 
"Phish Alert Button" to notify IT of any suspicious 
incident. 

SoftwareONE's Security Operations Center (SOC), 
staffed 24x7 by more than 20 certified security 
engineers, monitors, scans, and alerts Illva to 
confirmed phishing threats. This service helps Illva’s IT 
team save time and improve the operational security 
efficiency. 

In addition, with the phishing campaign evaluations, 
SoftwareONE’s Service Success Manager provides 
regular insights and recommendations that help 
Illva’s IT department maintain an up-to-date picture of 
cybercrime risks to adjust strategy accordingly.

“We chose to collaborate 
with SoftwareONE 
implementing 
Cybersecurity User 
Awareness since they 
demonstrated a strong 
knowledge of issues 
related to cybersecurity. 
SoftwareONE’s education 
program enables us to 
get our users trained and 
systematically gain the 
needed awareness of 
potential cybersecurity 
risks by maintaining 
elevated attention 
through simulated 
phishing campaigns.”

Antonio Pisano  
Chief Information Technology Officer 
Illva Saronno Holding     



Relieved IT Department: SoftwareONE's SOC monitors, scans, and alerts Illva to confirmed 
phishing threats so Illva's IT department saves time and administration effort.

Improved Security Strategy: SoftwareONE's regular insights and recommendations help to 
identify and reduce vulnerabilities in Illva’s cybersecurity awareness strategy while achieving 
its security and business objectives.

Benefits and Outcomes

Improved Knowledge & Cybersecurity Awareness: SoftwareONE's Cybersecurity User 
Awareness Service has helped Illva to significantly improve employees' cybercrime security 
knowledge and detection of potentially malicious attacks. As a result, the number of clicks 
on simulated phishing links has dropped from 8 percent to 2 percent in 9 months since the 
education program began.

Fast Response to Prevent Attacks: The Phish Alert Button provides Illva employees with 
a secure and fast way to report real phishing attacks. With just one click, email threats are 
routed directly to SoftwareONE's 24x7 Security Operations Center (SOC), enabling Illva's IT 
team to quickly respond to potential cybercrime attacks and prevent any risk of damage.
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Safer Organization: Illva has become a safer company and working place thanks to a 
reduced risk from cyber-attacks. The company's new security maturity is a competitive 
advantage for Illva and enables it to increase productivity and strengthen its innovative 
power.

“Our employees' cybersecurity awareness is now higher than 
before. The simulated phishing campaigns have helped us 
make the right decisions and create remediation plans.”  

Antonio Pisano, Chief Information Technology Officer, Illva Saronno Holding     


