
Medical Center Fürth 
CASE STUDY
Exchange Hybrid Infrastructure and Cloud 
Security for Medical Center Fürth

Planning, installation and configuration of a new Micro-
soft Exchange Server hybrid infrastructure with provision 
of Office 365 ProPlus and use of the eperi Security Gate-
way encryption solution.



Health! If you're looking for it in the Franconian metro-
polis of Fürth, Germany, need a detailed diagnosis and 
treatment in case of illness or are seeking immediate 
medical attention in case of emergency, Klinikum 
Fürth is the right place for you. It's a tertiary-care facili-
ty and an academic teaching hospital at the University 
of Erlangen-Nuremberg. 17 clinics, departments and 
institutes, almost 800 beds and a workforce of around 
2,500 people make this communal enterprise for peo-
ple from the city and region of Fürth a comprehensive 
contact partner for just about every health-related 
question. More than 100,000 patients are treated here 
every year. With roots going back to the year 1441 and 
residing at its current location since 1931, Klinikum 
Fürth has continued growing and modernizing over 
the years. Starting in 2015, IT infrastructure has been 
part of the facility's “operation plan.” Diagnosis: Chro-
nic high cost pressure and multiple signs of techno-
logical aging. Therapy: A complete refresh, including 
restructuring of all IT services – dosed, designed and 
installed by IT partner SoftwareONE.

Outpatient or Inpatient? The Data 
Says Both! 
The primary goal of the Klinikum Fürth's actions was 
to replace all the existing Novell GroupWise systems 
and services with current Microsoft-based technolo-
gies. That's why the clinic's management chose to es-
tablish Exchange Online as the main system for com-
munication. Office 365 ProPlus also had to be made 
available on clients, where it now serves around a third 
of users as a standardized, locally installed application 
for Word, Excel and Outlook. The majority of employ-
ees, however, currently only need an e-mail application 
for their day-to-day work. They were provided with the 
Outlook web app as part of Office Online. Primarily, 
though, the clinic would like to be able to use all the 
new features of Microsoft cloud services conveniently 
and effectively in the future. In other words, employees 
should be able to access their work e-mail securely 
while on the go or at home, for example.

Operation Office Online. 
Countering Infections with an Air 

Customer: 
Medial Center Fürth

Industry:
Public health care

Lösung:
Planning, installation and configuration of a new 
Microsoft Exchange Server hybrid infrastructure with 
provision of Office 365 ProPlus and use of the eperi 
Security Gateway encryption solution.

“After several years of 
reluctance to invest in 
our IT infrastructure, we 
took a big chance with 
the new Exchange Online 
environment and executed 
a precision landing. One 
factor for success here was 
definitely the fact that the 
entire SoftwareONE team 
provided us with truly 
excellent support here. 
Last, but not least, this 
also includes an optimally 
customized solution design 
with special consideration 
of our security needs.”

Gerald Tengler,

IT Leiter des Klinikum Fürth



ADFS Makes the Cloud Convenient
ADFS stands for “Active Directory Federation Ser-
vices” – and thus for both transparent and convenient 
use of all new cloud technologies. Specifically, ADFS 
enables employees at the clinic to be authenticat-
ed automatically in the Outlook web app or Office 
ProPlus application using their respective user ac-
count, among other things. It means that the man-
ual entry of user data is also no longer necessary. A 
synchronization server also ensures the automatic 
alignment of local AD changes and local Office 365 
license management in the cloud. The convenience 
provided extends to the provision of regular updates 
for Office 365 ProPlus for all users.

Data Protection on the Level of the 
German Federal Office for Infor-
mation Security (BSI): eperi Gate-
way
The security of personal data and, in particular, reli-
able protection of the data from third parties (in this 
case, patient information, for example), has a very high 
priority in public health care. When it comes to net-
worked IT infrastructures and the exchange of data 
involved with communication, the cloud is naturally 
seen as more than just an innovation – it simply makes 
sense. This is why SoftwareONE recommended en-
cryption technology from the eperi company featur-
ing the highest security standards for use at Klinikum 
Fürth after conducting an in-depth proof of concept.

With its Gateway as a cloud access security broker, 
eperi GmbH offers highly innovative and, most impor-
tantly, highly effective security solutions for all data in 
the cloud based on a platform developed in cooper-
ation with the German Federal Office for Information 
Security (BSI). So far, so secure – and that's how it 
goes with further expansion of services for employees 
and patients at the clinic as well. The next step will be 
SoftwareONE replacement of old PBX telephony with 
Skype for Business there.

Exchange Online brings the Outlook interface to 
smartphones, tablets and desktop computers for 
productive working practically anywhere – in-
cluding as a team.

Office 365 ProPlus is an Office package with full 
functionality. This cloud-based application is also 
installed locally on the customer's equipment.

EPERI GATEWAY serves as a cloud access security 
broker (CASB) for the use of cloud services at the 
company. Based on secRT technology. 

Developed together with the German Federal Of-
fice for Information Security (BSI), secRT encrypts 
data to protect against unauthorized viewing 
and modification.
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