
Top 7 Challenges ITAM Leaders Face 
this Year and Beyond

While specific challenges can vary depending on the organization’s size, industry, and IT infrastructure, there are some common 
challenges faced by many IT asset management (ITAM) leaders. 

The primary purpose of ITAM is to manage and optimize an organization’s IT assets throughout its lifecycle to support its strategies 
and goals.  

To effectively navigate the evolving landscape of ITAM, leaders must be aware of and proactively address the most critical 
challenges. By doing so, organizations can ensure efficient and strategic management of their IT assets, improving operational 
effectiveness and cost savings.

Here are the top seven challenges ITAM leaders will face this year and for years to come:

Having a complete and accurate inventory is foundational to 
any ITAM program because it needs discovery capabilities for 
physical and virtual inventory data and entitlement, contractual, 
and user data. Maintaining an accurate inventory can be tricky–
particularly in expansive and complicated IT settings with 
multiple decentralized IT teams or highly segmented networks.
For ITAM to be successful, data must be accurate and 
trustworthy. However, maintaining data correctness can be 
difficult due to human data entry, data inconsistencies between 
systems, and a need for more connection between various 
ITAM tools and systems. 

What can ITAM leaders do? To be able to perform any 
meaningful ITAM activity continually, automation is needed. 
Many tools have discovery and inventory capabilities. However, 
an ITAM tool that is purpose-fit for ongoing ITAM activities 
provides features to streamline the entire ITAM process.  
While it is integral to the success of an ITAM program, tooling 
is only one part of an ITAM program and shouldn’t be seen as 
the end-all solution. ITAM leaders should implement strong 
data integration and transformation processes to ensure data 
consistency and alignment across systems. They should 
develop and enforce data governance policies, standards, 
and procedures to ensure consistent data definitions, entry 
practices, and data management processes.

1. Asset Discovery and Inventory 2. Complex Licensing and Compliance

A fundamental difficulty in ITAM is ensuring adherence to 
software licensing and usage rights. Businesses must keep 
track of software licenses, monitor consumption, and stop 
unauthorized installations and excessive deployments. The 
complexity rises when dealing with various software versions, 
licensing methods, and usage rights across numerous vendors. 
Maintaining compliance and maximizing license consumption 
is difficult due to the dynamic nature of software licensing, 
frequent upgrades, and software vendor audits. 

What can ITAM leaders do? ITAM leaders should implement 
automated license management tools, carry out routine license 
audits and reconciliations, centralize license management 
procedures, and train staff members about license compliance 
and the dangers of unauthorized software installations to 
address license compliance issues.

https://preview.softwareone.com/en-us/asset-management/itam-assessment
https://preview.softwareone.com/en-us/blog/articles/2022/07/01/this-is-how-to-get-started-with-itam


Cost-saving and IT budget optimization are the goals of ITAM. 
However, achieving cost optimization can be difficult due to 
excessive licensing, underutilization of assets, maintenance and 
support expenses, and a lack of visibility into asset lifecycles 
and usage patterns. Cost optimization is a business-focused, 
ongoing discipline that helps to maximize corporate value while 
driving spending and expense reduction. Gartner estimates that 
60% of enterprises underestimate their cloud and infrastructure 
expenses because of a lack of resources or ITAM competence. 

What can ITAM leaders do? When economic circumstances 
are challenging, businesses must cut costs without sacrificing 
growth. To address the challenges of cost optimization, 
ITAM leaders should invest in comprehensive ITAM practices, 
such as accurate asset discovery and inventory management, 
centralized procurement procedures, efficient license 
management, routine cost analysis and benchmarking, and 
data-driven decision-making.

3. Cost Optimization

4. Vendor Management

It can be difficult to manage relationships with software 
vendors, negotiate contracts, and keep up with changes to 
vendor policy. Organizations must stay educated about license 
models, pricing strategies, maintenance contracts, and support 
alternatives to make informed judgments and manage vendor 
relationships successfully. 

What can ITAM leaders do? ITAM leaders should create 
vendor management frameworks, put vendor management 
tools or software into use, set up clear vendor selection criteria, 
encourage open lines of communication with vendors, and 
evaluate their performance frequently.

5. Lack of Awareness and 
Understanding of ITAM

ITAM leaders frequently struggle with a lack of knowledge and 
comprehension of ITAM’s significance inside their enterprises. 
Executives, IT teams, and end users are just a few stakeholders 
who might need help understanding the importance of IT asset 
management or the dangers of using subpar asset 
management techniques. 

What can ITAM leaders do? ITAM leaders can create 
educational programs, training sessions, and seminars to raise 
the organization’s knowledge and comprehension of ITAM 
to solve the absence of both. They can explain the rationale, 
objectives, and advantages of ITAM using simple, 
non-technical language.

6. Shadow IT

 The term “shadow IT” describes the use of technology, 
programs, or services within a company without the knowledge 
or consent of the IT department. In other words, it’s the 
mismanaged usage of IT resources within a business. Locating 
and managing these assets can be challenging because ITAM 
protocols frequently do not apply to them. 

What can ITAM leaders do? ITAM leaders must concentrate 
on proactive measures to address the challenges of shadow 
IT, including improved communication and education about the 
risks and effects of shadow IT, strengthening IT governance 
practices by creating clear policies and guidelines for IT 
procurement, application usage, and security, cultivating a 
culture of collaboration between IT and business departments.

7. Adoption and Cultural Change

Process, workflow, and employee behavior adjustments are 
frequently necessary for ITAM implementation. Implementing 
ITAM methods inside an organization might be hampered by 
resistance to change, a lack of awareness, and 
insufficient training. 

What can ITAM leaders do? ITAM leaders should implement a 
thorough change management strategy incorporating effective 
communication, leadership alignment, stakeholder participation, 
education and training, supportive infrastructure, and ongoing 
evaluation and adaptation to address these problems. 
Acknowledging and addressing the human side of change by 
offering encouragement, compassion, and a sense of purpose 
is critical.
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Bringing It All Together 

A comprehensive ITAM strategy is paramount. ITAM 
leaders should build a solid business case for ITAM, 
obtain executive support, develop cross-functional 

cooperation, invest in tools, increase awareness, and 
regularly improve ITAM practices. These are all critical 

tasks for ITAM leaders to concentrate on.
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