
The scale and sophistication of cyber threats are 
increasing every day. Those who want to protect their 
companies are always at a disadvantage: attackers 
only have to succeed once, while companies have to 
protect an ever-growing attack surface around the 
clock. In addition, manually sifting through disparate 
silos of security, IT infrastructure and application data 
is extremely inefficient, slow and costly.

As a result, the pressure on security teams is grow-
ing and is only exacerbated by a lack of expertise and 
a growing number of security alerts. Consequently, 
more and more companies are at risk of falling vic-
tim to cyber-attacks. To improve the efficiency of your 
security strategy, SoftwareONE supports you with a 
large team of experienced security experts.

Get support from a large team of security experts

Our goal is to strengthen your IT security system with 
the tools, resources and expertise you need to protect 
your business. From our security consultants to our 
security operations center (SOC) – think of us as an 
extension of your team.

SoftwareONE relies on the combination of expert 
knowledge and cutting-edge technology to help you 
quickly detect dynamic threats across your ecosystem. 
We provide 24/7 operational monitoring, proactive 
threat analysis, effective response support, and tai-
lored security recommendations to stop cyber attacks 
immediately and improve security across your enter-
prise.

When defending against cyber threats, we adhere to 
these four steps: (1) Collect data, (2) Threat Detection, 

(3) Investifation and (4) Response to Confirmed Secu-
rity Issues.  

In the first step, we gather data from a variety of sources 
in your IT environment. In step 2, this data is enriched 
and correlated in SoftwareONE‘s hosted Security Ana-
lytics Platform, which is based on Splunk. The platform 
uses expert detection rules, machine learning and 
up-to-date threat data to identify and report danger-
ous or suspicious activity. Additionally, our threat hunt-
ing team proactively discovers hidden threats. In Step 
3, our 24x7 Cyber Security Operations Center (C-SOC) 
will sort, classify and investigate security alerts gener-
ated by the platform. In the final step, our SOC analysts 
provide remediation recommendations to help your 
team resolve issues or remotely perform pre-approved 
countermeasures.

 
Your benefits with MDR for Enterprise:

 › Increased visibility through security reporting, 
dashboards and ticketing

 › Time savings by reducing average time to detec-
tion and response through unified and standard-
ized threat management processes

 › Improved performance through automation of 
data collection, threat detection and containment  

 › Lower costs by eliminating the need to manage a 
local SIEM infrastructure on premise and streamlin-
ing security operations

 › Reduced risk through detection of cutting-edge 
attacks

1 © SoftwareONE | 360° SAP Evaluation

COMPREHENSIVE THREAT MANAGEMENT
MDR for Enterprise: Around-the-clock protection against cyber attacks with  
Managed Detection & Response (MDR)

 ›  

“MDR services add 24/7 threat 
monitoring, detection and 
 r esponse capabilities to  security 
operations capabilities via an 
 outcome-oriented approach.” 

Gartner MDR Market Guide



OUR SECURITY SERVICE IMPROVES YOUR  
SECURITY OPERATIONS 
Our Managed Detection and Response (MDR) service 
for Enterprises provides you with the ability to monitor 
and respond to cyber threats efficiently and effectively. 
Attacker activities leave footprints in your logs, alerts 
and other IT data. The volume of data to analyze can be 
overwhelming and often attackers remain undetected 
or security alerts are not actioned. Our managed 
service makes it easier to collect and analyze data from 
a large variety of sources residing in public or private 
clouds or on-premises data centers e.g.  applications, 
servers, network and security devices, databases 
etc. to provide broader threat detection and context 
for faster investigation and response. As our client, 
you benefit from the power of our security analytics 
platform and our team of security experts to help you 
better manage your cyber risks. Depending on your 
needs and business requirements, you can select from 
two service bundles: Advanced or Premium. 

So what’s included in the bundles?

 › Advanced provides your organization with Threat 
Monitoring, 24x7 Incident Response & Reporting 

 › Premium includes everything in Advanced, but also 
proactive searching and investigation of Indicators 
of Compromise (IoC) and Indicators of Attack (IoA). 

Both Service subscriptions include service 
management to provide recommendations and 
guidance to improve your security operations and 
threat posture. The service is powered by the industry-
leading  Splunk platform for data analysis. SoftwareONE 
C-SOC continuously monitors, triages, investigates and 
responds to security incidents and proactively performs 
threat hunting to identify suspicious activities in your 
environment before they turn into a problem. Detailed 
monthly reporting and quarterly executive reports 
provide insights into your threat profile allowing you to 
make tactical and strategic security decisions.

Optional services are available, including support for 
custom data sources and threat use-cases. We are 
also able to accommodate extended data retention 
periods beyond the default 90 days or if you require 
a dedicated infrastructure stack hosted within your 
selected AWS Region.

How to get started

If you’re looking for personal assistance and guidance 
on how to build a well-fitting Managed Detection and 
Response solution for your organization, contact us 
today! We’re looking forward to hearing from you.

MDR-Enterprise | Your security service for holistic threat management
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phone:  +49 89 413 241 400
email:    info.de@softwareone.comDE phone:  +41 844 44 55 44

email:    info.ch@softwareone.comCH

 › Get in touch with our specialists to find out more: security.dach@softwareone.com

AT phone:  +43 1 878 10 0 
email:    info.at@softwareone.com

Premium

Advanced

 Proactive searching and 
investigation of Indicators of 
Compromise  and Indicators of 
Attack

Threat Hunting

 Understanding threat environment
 Configuring of standard threat 

detection use cases
 24x7 Alert triage
 Incident validationThreat Monitoring

 Incident classification
 Incident Investigation
 Remediation recommendations
 Threat containment 
 Reporting & Security Dashboards24x7 Incident 

Response & Reporting

Security Analytics Platform 

Available 
Add-Ons

 Custom threat use cases
 Custom data source 

integration
 Extended data retention 
 Dedicated Customer 

Infrastructure

Service Management
 Service Success Manager
 Quarterly Business Reviews
 Monthly Technical Reviews
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